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Abstract – 

The usability of the Internet of Things (IOT) is 

accelerated by making intelligent and equipping 

different machines and devices with smart sensors. 

IOT is used in smart cities, transportation, 

construction cases. IOT has the capability to provide 

real-time information for drivers and citizens to 

design their routes to avoid traffic and reduce fuel 

consumption. However, there is a significant number 

of IOT barriers to IOT utilization such as the distrust 

of users and managers in sharing information, 

suspicion to privacy and the ease of using the relevant 

applications. Despite the importance of these factors, 

a model for predicting the use of this technology for 

specific disciplines has not yet been developed, 

especially for developing countries. Therefore, this 

research attempts to propose a model for prediction 

of application, taking into account the increased 

security of IOT in intelligent transportation. To this 

end, influential constructs on user trust were collected 

and tested by questionnaire from 62 experts. The data 

were analyzed using Smart PLS using confirmatory 

factor analysis. The results show that 11 hypotheses 

in the research have been confirmed. The results of 

this study are very important for technology 

specialists and urban managers to establish the IOT 

in the field of urban transport. 
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1 Introduction 

Application of new technologies such as Internet of 

things (IOT) helps to increase the performance of smart 

cities The high number of intra-city trips is one of the 

reasons that cause traffic jam and air pollution, which can 

be reduced or monitored using IOT applications. However, 

managers in developing countries have encountered 

barriers to adopt IOT such as uncertainty and lack of trust. 

Whereas the amount of users' activity in the urban areas of 

developed countries is dependent on the IOT measured 

from the number of connected devices to the Internet at 

the end of 2015, was about 4.9 billion [1]. This growing 

trend reflects the increasing impact of IOT in life. 

Therefore, in close future without IOTs we are not able to 

control digital things in our life [2]. Therefore, the issues 

of security and confidentiality need to be considered to 

increase the IOT adoption rate. The purpose of this paper 

is to provide a model to increase the security of IOT in 

smart transportation in developing countries. 

The paper seeks to answer how we can increase the 

security of IOT in urban transportation in developing 

countries. To answer this, based on the factors taken from 

theoretical foundations and reviewing the literature of 

research, twelve hypotheses are developed. Then, using 

the Smart PLS software, through expert analysis and 

expert interviews, hypotheses are examined and 

ultimately we tried to provide an effective model for 

increasing the security of IOT in smart transportation. 

This can increase the security of the smart city network. 

In general, the structure of this paper is as follows: the 

first part, entitled literature review, according to the 

interdisciplinary nature of the research, requires some 

concepts examined and a common view of them. 

Therefore, there is a common chapter in the topics of the 

security domain, the IOTs, and smart transportation. In 

this section, the models and theories used in the analysis 

are identified and, in continue, the status of the constructs 

related to the security of the IOTs in these models is 

identified. In the second part, the method of confirmatory 

factor analysis is introduced as a research method to test 

the hypotheses of the proposed model for increasing the 

security of IOT in smart transport in smart city. In the third 

part, the results of factor analysis are presented and the 
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conceptual model of increasing the security of IOTs in the 

urban transport sector is tested, corrected and finalized in 

order to realize the smart urban management. Finally, the 

results of the analysis are summarized in the final section. 

2 Literature Review 

One of the most controversial topic in the area of 

security is the emergence of a new paradigm for IOTs, 

which include a range of electronic devices that can 

connect to the Internet. The problem anticipated in IOTs 

is that things cannot be safely stacked and there is not 

enough memory to install and run security software on 

them. Therefore, the network should be protected to detect 

violations and prevent the entry of attacks [1]. Web-based 

technologies are moving at a fast pace and realizing the 

ideas of the smart city. Despite the speed of technologies 

that guarantee the security of users and their information, 

it is far behind the technology itself, and there are fewer 

studies in the research literature. The IOT has shown its 

most importance and application in the field of urban 

transportation [3-8]. 
The review of the literature in this field requires a lot 

of vigilance. However, what has been tried in this research 

is to investigate the IOT, network security and smart 

transportation. So, in the following, we try to identify 

shortcomings in each of these three areas in order to 

identify the effective factors in increasing the security of 

IOTs in smart transportation. Over the past decade, the 

IOT has entered silently and gradually in our lives, and we 

need to thank the availability of wireless communication 

systems, which are increasingly used as a technology 

motive for highly smart monitoring and application 

control [9]. The IOTs can be a collection of Web services, 

devices (RFIDs), infrared sensors, global positioning 

systems, barcode scanners, networking, and etc. by using 

the conventional protocol, the exchange of information 

and communication in order to achieve identification, 

tracking, monitoring and smart management of objects are 

used [10]. In other words, the IOT can be seen as a new 

form of network based on the Internet, which is much 

larger. A network is made up of advanced computers [11]. 

In the area of security of IOTs, it can also be said that 

traditional security interactions and privacy enforcement, 

due to their limited computing power, cannot be directly 

applied to the IOTs; in addition, the large number of 

connected devices causes scalability issues. 

Simultaneously, in order to gain full acceptance by users, 

it is necessary to define valid security models, privacy, and 

trust in the context of the IOT applications projects [12]. 

The purpose of security is to ensure that data anonymity, 

confidentiality, and integrity are guaranteed, as well as 

authentication and authorization mechanisms to prevent 

unauthorized users (i.e. humans and devices) to access this 

system. While privacy requirements are in place, data 

protection and the confidentiality of personal information 

of users must be guaranteed, as devices may handle 

sensitive information (for example, user habits). Finally, 

trust is an important issue because the IOT environment is 

characterized by a variety of devices that must process and 

manage the data in accordance with the needs and rights 

of the users.  

Previous studies investigated sub topics of enabling 

technologies and middleware technologies in the IOT 

from the perspective of an application, analysis, and 

security and privacy issues with standardization, 

addressing, and the network is provided [13].  Security 

and privacy challenges were examined only from a legal 

perspective, with particular regard to the guidelines of the 

European Commission [14]; [15] in his paper discussed 

the Internet underwater objects, and only did a few notes 

present on the security issue; In another study [16], the 

advantages and disadvantages of centralized and 

dispersed architectures in terms of security and privacy 

on the IOTs, along with analysis of major attack patterns 

and threats, were examined. Yan et al. [17] focused solely 

on the issue of trust management in the IOTs. 

Here are some brief references to some of the most 

important security issues on the IOTs. In relation to the 

issue of access control, various articles have addressed 

the subject from a variety of perspectives. For example, 

Ma et al. [18] is focused on the data literacy layer, which 

is responsible for the direct collection of information. An 

approach that addresses the outsourcing-data 

authentication problem can be found in [19, 20]. Sicari et 

al. [9] also suggests a semi-distributed approach. More 

precisely, in this research, a security framework and an 

access control model were proposed to secure the so-

called DSMSs that extend the Borealis data flow engine 

to security requirements [21]. Finally, in [22], a UML 

conceptual model was defined for all objects and Internet 

architectures.  

Review of resources about privacy on the IOT is also 

indicative of useful research. In the research [23], data 

labeling is proposed for managing the privacy of the 

IOTs; in [24], an access-controlled protocol by user is 

proposed; In [25], the continuous anesthetization of data 

flows was presented through the adaptive cluster; In [26], 

traditional privacy mechanisms are divided into two 

categories: optional access and limited access. 

Another method, which uses a sign-on signing 

scheme to guarantee privacy on the Internet, is presented 

in the research [27]. [28] in their paper began to work on 

data mining privacy techniques, which aims to minimize 

the probability of disclosure of critical data and 

decomposing sensitive content. 

In reviewing resources on the topic of trust of the IOTs 

are also briefly referred to several articles. [29] wrote 

about the evaluation of the trustworthiness of IOTs inputs. 

A similar methodology for evaluating reliability is 
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provided by [30] on the so-called Internet of Social Things. 

This paradigm is due to the integration of the social 

networking concepts within the things of the Internet. The 

articles mentioned so far are merely to illustrate the large 

volume of studies on the dimensions of the IOTs. But this 

area of knowledge is less applicable to urban life 

applications and urban management. 

The third area used in leading research to achieve the 

purpose of the research is smart transportation. The 

concept of smart city has been adapted from a variety of 

definitions that include the intelligent city, the information 

city, the knowledge city, the digital city, and the same 

concept as the smart city [31]. Cities play a prominent role 

in social and economic aspects all over the world [32]. The 

smart transportation system is a general term for the 

application of a combination of communication 

technologies, control and information processing for the 

transportation system. Using it will save lives, saving time, 

money, energy and environmental benefits.  

An overview of the available resources shows that 

there are two theories of diffusion of innovation and 

technology acceptance model, which are rlated to 

technology acceptance dimensions. Having a special 

position in terms of both personal and psychological 

aspects, the technology acceptance model is one of the 

most widely-used models. This model addresses the 

causes of technology rejection from the psychological 

point of view for users. Other popularity that can be 

effective in achieving this goal is diffusion of innovation 

theory. This theory has redefined a set of constructs that 

can be used to study the adoption of individual technology.  

The review of resources clearly refers to the extensive 

efforts of researchers in the field of the applicability of the 

IOTs. However, the lack of acceptance of this termination 

due to the lack of security in its application is one of the 

most important reasons that has not been tested in the field 

of smart transportation from the psychological point of 

view in developing countries. In the next section, with a 

closer focus on effective constructs in increasing the 

security of IOTs in the field of smart transportation, the 

paper is trying to provide an effective model in this regard. 

3 Conceptual framework  

In this part, the initial conceptual model to increase the 

security of IOTs in smart transportation is presented. 

Figure 3 illustrates the process of modeling the technology 

acceptance model by users in Iranian metropolitan areas in 

four main stages. In this research, in order to provide a 

proposed model for increasing the security of IOTs in 

smart transportation, the researcher is attempting to cover 

as broadly as possible a theoretical concept. For this 

purpose, both theories are used. Since the roots of the two 

models are common in some constructs, the two models 

can be considered together to provide the theoretical basis 

for their proposed model. In this paper, the implications of 

the proposed theory that affects the security of the IOTs in 

the field of smart transportation are introduced as 

construct, including the perceived usefulness, 

compatibility, or trial ability. In Figures 1 and 2, 

technology acceptance model and diffusion of innovation 

theory are introduced.  

The investigating of the constructs of the models 

shows that the two constructs, the relative advantage and 

complexity, of the diffusion of innovation theory have 

the same concepts with the two constructs, perceived 

usefulness and perceived ease of use, respectively, of the 

technology acceptance model. As mentioned, the 

theoretical basis of the proposed research model was 

introduced in order to increase the security of IOTs in 

smart transportation as Fig. 4. Based on the theoretical 

foundations, eleven constructs are presented to provide 

the views and theories on which they are based. Table 1 

lists the 12 final constructs used in the proposed model. 

 

 

Figure 1. Technology acceptance model 

Reference: [33] 

 

 

Figure 2. Diffusion of innovation theory 

Reference: [34]
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Figure 3. Conceptual model making process enhancement of security IOT in smart transportation 

 

 
Figure 4. Theoretical basis of the proposed model for increasing the security of IOTs in smart transportation 

 

4 Research Method 

In this research, eleven hypotheses have been 

developed based on the relations among fifteen 

constructs taken from the theoretical foundations to 

achieve its goal of increasing the security of the IOTs. 

The main purpose of this paper is to formulate 

hypothesis and develop the conceptual model rather 

than analyzing the data which require further 

investigation. 

As shown in Fig. 1, a quantitative confirmatory 

factor analysis was used to test the model of increasing 

the security of IOTs in smart transportation. Factor 

analysis is performed using Smart PLS software. A 

questionnaire was used to collect the data to test the 

hypotheses. This means that for each hypothesis related 

to model constructs, questions have been raised and 

forwarded in the form of a questionnaire among experts. 

To determine the sample size, based on the method of 

structural equations, ten times more than the number of 

markers forming a construct is selected as the sample 

size. Namely, in the model, identifying the instruments 

that have the largest number of constituent markers, and 

this amount is 10 times that of the desired sample size 

[35].  Since in this research according to Fig. 4, in the 

attitude construct, there are 7 indicators, the sample size 

was determined to be 70. This sample size is used to 

collect data through questionnaires forwarded. These 

individuals have been selected by experts in the field of 

transportation, computer and information technology in 

organizations under the supervision of the municipality 

of Tehran. 62 questionnaires were returned to perform 

the analysis. Therefore, the return rate of the 

questionnaire is 88%. The validity of the proposed 

constructs for the model is validated using a 
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confirmatory factor analysis method. The Smart PLS 

was used to test the model. This software is used to 

analyze multi-construct data. Smart PLS is based on the 

estimation of the least number of variables in order to 

optimize the explanation of variance in the constructs 

dependent on the structural equation models. The 

purpose of this is to maximize the variance of 

dependent variables defined by independent variables 

[35]. 

 

Table 1. Reviewing Constructs Extracted from Theoretical Foundations, the three criteria of Cronbach's Alpha, AVE 

and CR for all constructs and Factor Loading of Research Questions 

Loading Measure AVE  CR Cronbach'

s Alpha 
Acronym Construct  Models 

0.942 PEOU1   

0.84 PEOU 
Perceived Ease Of 

Use 

T
ech

n
o

lo
g
y

 A
ccep

tan
ce M

o
d

el 

0.963 PEOU2 0.73 0.85 
0.894 PEOU3   

0.741 PEOU4   

0.892 PU1   

0.75 PU Perceived Usefulness 0.875 PU2 0.66 0.85 

0.908 PU3   

0.811 AU1 

0.59 0.92 0.91 AU Attitude toward Use 

0.829 AU2 

0.821 AU3 

0.987 AU4 

0.855 AU5 

- - - - - BI Behavioral Intention 
- - - - - RA Relative Advantages D

iffu
sio

n
 o

f In
n

o
v

atio
n

 T
h

eo
ry

 

0.766 OB1 

0.51 0.72 0.95 OB Observation 0.946 OB2 

0.812 OB3 

0.819 CT1 

0.7 0.87 0.78 CT Compatibility 0.926 CT2 

0.750 CT3 

0.855 TA1 

0.66 0.89 0.83 TA Trial-Ability 
0.705 TA2 

0.919 TA3 

0.760 TA4 

- - - - - CX Complexity 

0.776 SM1 
0.7 0.82 0.76 SM Secure Middleware 

S
ecu

rity
 o

f IO
T

s 

0.884 SM2 

0.826 TR1 

0.59 0.85 0.77 TR Trust 
0.716 TR2 

0.734 TR3 

0.883 TR4 

0.845 MS1 

0.51 0.81 0.71 MS Mobile Security 0.977 MS2 

0.787 MS3 

0.884 PY1 

0.54 0.73 0.83 PY Privacy 
0.942 PY2 

0.722 PY3 

0.787 PY4 

0.747 AC1 
0.84 0.91 0.83 AC Access Control 

0.872 AC2 

0.840 PE1 

0.72 0.91 0.86 PE Policy Enforcement 
0.945 PE2 

0.856 PE3 

0.736 PE4 

Note: average variance extracted (AVE), composite reliability (CR). 
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4.1 Hypotheses Formulation 

In this section, research hypotheses that are presented on 

the basis of the relationships between the research 

constructs and the literature review are briefly presented. 

These relationships are shown in Figure 4. 
- H1: Privacy has a negative relationship with observability in 

using IOTs in smart transportation. 

- H2: Access Control has a negative relationship with 

observability in using IOTs in smart transportation. 

- H3: Observability has a positive relationship with Attitude 

toward Use in using IOTs in smart transportation. 

- H4: Trial ability has a positive relationship with Attitude 

toward Use in using IOTs in smart transportation. 

- H5: Trust has a positive relationship with Compatibility in 

using IOTs in smart transportation. 

- H6: Compatibility has a positive relationship with Attitude 

toward Use in using IOTs in smart transportation. 

- H7: Mobile Security has a negative relationship with 

Perceived Ease of Use in using IOTs in smart transportation. 

- H8: Secure Middleware has a negative relationship with 

Perceived Ease of Use in using IOTs in smart transportation. 

- H9: Perceived Ease of Use has a negative relationship with 

Attitude toward Use in using IOTs in smart transportation. 

- H10: Perceived Usefulness has a positive relationship with 

Attitude toward Use in using IOTs in smart transportation. 

- H11: Policy Enforcement has a positive relationship with 

Attitude toward Use in using IOTs in smart transportation. 

In continue, based on the analysis done on the 

hypotheses carried out using the data collected by the 

questionnaires, the hypotheses are either confirmed or 

rejected. 

5 Data Analysis and Results 
In order to evaluate the proposed model, the structural 

equation modeling is utilized using the Smart PLS 3.0 [36]. 

The paper also presents the results of two tests of the 

measurement model in terms of validity and reliability, the 

structure of the model in terms of the relationship among 

variables, and fitness of the model. If the model passes all 

three stages successfully, it shows the correctness of the 

selected constructs and their dependent terms. For testing 

the measurement models, we examined the ‘convergent 

validity’ and ‘discriminant validity’. 

5.1 The Measurement Model 

In this section, each of the proposed factors is referred 

to the construct and questions related to each construct. T- 

value is a test used to validate measurement models in 

statistics science. The t value for meaningful factor loads in 

the corresponding fields of each variable in the study 

indicates that the value greater than 2.66 is significant for 

the values of t obtained at the error levels of 0.01 [36]. Other 

indicators are categorized into two groups of convergent 

validity and discriminant validity for measuring the model 

of measurement. In the following, these two categories of 

tests are discussed.  

 

5.1.1 Convergent Validity 

Convergent validity is used to determine construct 

validity by defining factor loading, Cronbach's alpha, 

Average Variance Extracted (AVE), and Composite 

Reliability (CR) [40]. Table 1 shows the loading 

coefficients of the corresponding measures of each 

construct varying from 0.7 to 0.9. The load value of each 

item on the corresponding construct is well above the 

recommended value of 0.7 [39] indicating the proper and 

desirable load factor of each item on its related construct. 

Measures with the value of less than 0.7 can be omitted. 

Cronbach's alpha was applied to assess the validity of the 

measures. The CR coefficient distinguishes the correlation 

coefficient of measures in one dimension for fitting 

adequate measurement models [39]. The results validate 

the criteria as Cronbach's alpha is well above 0.7, and the 

AVE is also above 0.8, which surpasses the recommended 

threshold of 0.5 [39]. The CR is above 0.7 [38] for all 

constructs [39] excluding CT and PREL, which are very 

close to 0.7. The results validate that all criteria were 

satisfactory, since they are above the recommended values. 

 

5.1.2 Discriminant validity 

Divergence validity of the model was assessed through 

the comparison of the correlation coefficient of constructs 

with its indexes versus the correlation of that constructs 

with other constructs was presented. The results are shown 

in Table 2. According to [38], AVE the constructs located 

in main diameter of matrix are more than the correlation 

between them, which are arranged in the lower and left 

boxes of the main diameter. Therefore, it can be concluded 

that in the above model, the constructs interact more with 

their own indicators than with other constructs. This shows 

that the divergence validity of the model is appropriate. 

5.2 Structural Model 

To test the construct validity of factors in the model, a 

confirmatory factor analysis was conducted. To investigate 

the CFA using structural equation modeling, a model was 

first created based on the type of constructs such as 

observability and related measures of each construct such as 

OB1 to OB3. This analysis and model development were 

done in Smart PLS 3.0. The hypotheses were examined by 

assessing the parameters of the PLS structural model. The 

R2 value for constructs vary from 0.16 to 0.92. The result of 

R2 values shows the predictive power of the model 

including four dependent constructs is acceptable and 

indicates that the theoretical model explained a substantial 

amount of the variance in performance. The value of R2 for 
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observation, compatibility, perceived ease of use, and 

attitude toward use are 0.31, 0.3, 0.28, and 0.39, 

respectively. The standardized path coefficients also show 

the strength of the relationship between the independent 

constructs (e.g. PSY) and the four dependent constructs (e.g. 

OB). The multi-collinearity between the variables in our 

model was evaluated, and no cause was found for concern 

related to the variance inflation factor (VIF) criteria, as 

according to the Table 3 all of the values of VIF are below 

the proposed value of 5.00 [40]. In addition, the model's 

predictive relevance was assessed by using the blindfolding 

procedure [40]. The values of Q2 which are greater than zero, 

indicate the sufficient predictive relevance of the model. If 

the model passes the determined tests in the confirmatory 

factor analysis method using smart PLS successfully, the 

proposed conceptual model and; in other words, the factors 

and the related questions (items) to each factor are verified. 

As the results are shown in Table 3, Access Control, 

Observability, Mobile Security, and Secure Middleware 

have not been able to explain more than 50% of the 

corresponding construct variance. The t-value was 

compared with the error level to assess the relationship 

between dependent constructs and independent constructs. 

Where the values are greater than of the minimum of 1.64 

recommended by [40], all relationships were confirmed. At 

the error level of 0.01%, 0.05%, and 0.1. %, path 

coefficients with the minimum of 2.58, 1.96, and 1.64 in t-

value are confirmed [40]. Table 3 shows that the value 

ranging from 0.03 to 30.79 and the hypotheses excluding 

H2, H7, and H9 are supported. 

 

 

Table 2. Discriminant Validity 

PEOU SM MS CT TR TA OB AC PE PU PY construct 

          0.81 PY 

         0.84 0.49 PU 

        10.5 0.83 0.63 PE 

       0.66 0.36 0.17 0.43 AC 

      0.59 0.13 0.54 0.43 0.63 OB 

     0.78 0.47 0.31 0.68 0.52 0.29 TA 

    0.89 0.75 0.56 0.23 0.76 0.71 0.39 TR 

   0.8 0.78 0.53 0.5 0.23 0.72 0.72 0.51 CT 

  0.73 0.45 0.39 0.09 0.23 0.19 0.48 0.48 0.72 MS 

 0.66 0.08 0.44 0.29 0.02 0.28 0.02 0.4 0.45 0.62 SM 

0.86 0.48 0.56 0.83 0.84 0.59 0.52 0.46 0.91 0.84 0.64 PEOU 

 

Table 3. Results of the tested hypotheses including path coefficient, significance index and explained variance 

Hs Path Relationship Std. Beta 

Standardize

d Path 

Coefficient 

Path 

Significance 

Index  

(t-value) 

Decision 
Explained 

Variance 

(R2) 

VIF Q2 

H1 PY  OB 5.71 0.50 11.42 
Supported 

(p<0.001) 
0.51 2.04 0.31 

H2 AC  OB 0.29 0.76 0.38 Not supported 0.16   

H3 OB  AU 9.61 0.40 24.02 
Supported 

(p<0.001) 
0.41   

H4 TA  AU 2.34 0.49 4.77 
Supported 

(p<0.001) 
0.5   

H5 TR  CT 22.79 0.74 30.79 
Supported 

(p<0.001) 
0.74 3.84 0.3 

H6 CT  AU 2.52 0.70 3.6 
Supported 

(p<0.001) 
0.71   

H7 MS  PEOU 0.68 0.53 1.28 Not supported 0.34 1.51 0.28 

H8 SM  PEOU 1.31 0.64 2.04 
Supported 

(p<0.05) 
0.24   

H9 PEOU  AU 0.03 0.92 0.03 Not supported 0.92   

H10 PU  AU 2.36 0.75 3.14 
Supported 

(p<0.001) 
0.76 4.16 0.39 

H11 PE  AU 4.31 0.89 4.84 
Supported 

(p<0.001) 
0.9   
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5.3 Fit Model 

The third step that needs to be considered in the 

proposed model is the overall model fit index. Model fit 

index is an acceptable criterion for confirming the 

developed theoretical model using the collected data [41]. 

The method for calculating the overall model Goodness of 

Fit (GoF) index [42] is as follows: 

 𝐺𝑂𝐹 =  √𝐶𝑜𝑚𝑚𝑢𝑛𝑎𝑙𝑖𝑡𝑖𝑒𝑠̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅  ×  𝑅2̅̅̅̅   
The Communalities value is obtained of the average 

shared values of all constructs or, in other words, it is 

obtained of the average variance extracted presented in 

Table 1. The R2 value is also obtained from the mean R 

square or explained variance of all model' constructs in 

Table 3. R2 of determination is a number that indicates the 

percent of variances in the dependent variable. If R2 be 1, it 

indicates that the regression line perfectly fits the data. The 

amount of GoF was checked at three levels: GoFsmall = 0.1, 

GoFmedium = 0.25, and GoFlarge = 0.36. The amount of GoF 

more than 0.36 represents a perfect fit conceptual model of 

research [42]. Therefore, the value of 0.67 for GoF of 

present research model is suitable fit and the proposed 

conceptual model is confirmed. 

In general, due to the proper quality of the measurement 

models, the structural model, and also the appropriate model 

fitness, it can be concluded that according to the 

confirmatory factor analysis for this study, the items of the 

questionnaire can be used to explain the identified factors or 

suggested constructs. 

6 Discussion 

The purpose of this study is to propose a conceptual 

model, which can be used for increasing the security of 

IOTs in smart transportation in developing countries. For 

this purpose, firstly, the literature on the three areas of the 

IOTs, the security, and smart Transportation have been 

investigated. Then, based on theoretical foundations, the 

research hypotheses were presented. These hypotheses 

have been investigated by confirmatory factor analysis and 

Smart PLS software. Further confirmation or rejection of 

hypotheses has been discussed, but a large amount of data 

is required to exactly test the hypotheses and generalize 

them. The contribution of this paper is to propose a 

conceptual acceptance model.  

Two factors should be considered to confirm or reject 

the research hypotheses. The first factor is the path 

coefficient. The positive path coefficient represents a direct 

relationship between constructs and the negative path 

coefficient represents an indirect relationship. This value in 

large measure represents the power of the relation that 

decreases with the establishment of indirect relations from 

the magnitude of a path coefficient. The second factor is t 

value. The t-value was compared with the error level to 

assess the relationship between dependent constructs and 

independent constructs. Where the values are greater than 

of the minimum of 1.64 recommended by (Hair Jr et al., 

2016), all relationships are confirmed. At the error level of 

0.01%, 0.05%, and 0.1. %, path coefficients with the 

minimum of 2.58, 1.96, and 1.64 in t-value are confirmed 

(Hair Jr et al., 2016). The results of the table 3 show that 

the t-statistic for hypotheses with an error level of 0.001 is 

greater than 2.58, except for H8, which is more than 0.05 

with an error level of 1.96. Based on this index, three 

hypotheses H2, H7, and H9 are rejected based on t value. 

In the first section, the hypotheses that have been 

confirmed are discussed, and the following three rejected 

hypotheses are introduced. 

Another importance point related to hypotheses is the 

power of them. In this way, the greater amount of the 

coefficient, the more powerful hypothesis whether this is 

negative or positive. Therefore, the hypotheses are further 

reviewed on the basis of their power. As shown in table 3, 

H5 has a lot of power and is very close to reality. The sharp 

difference between this hypothesis and other hypotheses 

can be attributed to the importance of questions related to 

this construct in the questionnaire for questioners. 

Accordingly, trust in the IOTS in the transportation system 

is important in connection with technology adaptation to 

increase the security of the IOTs in the transportation 

system. It was stated in the hypothesis that the confidence 

would be obtained when the system could be compatible 

with the existing values and psychological needs of the 

recipients and their experiences. Therefore, systems in the 

IOTs must be compatible with the values and 

psychological needs of its adopters. The path coefficient of 

H1 is in second place. In this hypothesis, privacy, when 

using IOTs in the transportation system, has a negative 

relationship with one's perception of being viewed by 

others. The almost strong significance of this hypothesis is 

that IOT users in urban transport are important in 

protecting their privacy when using this technology. This 

hypothesis has a third degree of importance for users. In 

H11, it has been argued that the policies enforcement by 

planners and supersonic devices, when using IOTs in the 

transport industry, have a positive relationship with the 

perception of the proportion of increasing the security of 

the IOTs in the transportation system. Thus, users tend to 

display government agencies and administrators their 

supervisory role to increase the security of the IOTs. So 

they will feel more secure. This hypothesis can also 

confirm the results of the previous hypothesis (H1). In H3, 

it is stated that observation by supermodels, when using 

IOTs in the transport industry, has a positive relationship 

with the individual's tendency to increase the security of 

the IOTs. Therefore, this category will be the second most 

important issue for IOT users in the transportation system. 

H8 also states that the interconnection between the large 

number of communication devices at different levels in the 

middleware at the time of using IOTs in the transportation 

has a negative relationship with the perception of the 

person's ease of use of the system. H10 discusses about 
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having a positive relation between the usefulness of using 

IOTs in the transportation and a person's perception of the 

security of IOTs and his attitude toward its application. 

According to H6, compatibility of IOTs in the 

transportation system has a positive relationship with the 

perception of the individual about increasing the security 

of the IOTs. H4 also states that the ability of an individual 

to test the IOTs in the transport industry has a positive 

relationship with the perception of the individual about 

increasing the security of the IOTs.  

As the results of table 3 show these three hypotheses 

are rejected. H7 is about the complexity of relationships in 

mobile devices when using IOTs in the transportation. 

According to this hypothesis, mobile security will have a 

negative impact on the perception of ease of use in using 

this type of technology. H2 anticipated that there is an 

inverse relationship between the access control of users to 

resources and data by government and supranational 

institutions, and the perception of one's being seen by 

others. This matter that this hypothesis is rejected indicates 

that there is not a positive relation between these variables. 

In other words, controlling the access of users during the 

use of IOTs in the transportation system is negatively 

related to the perception of the person than to be seen by 

others. In H9, it is stated that the perceived ease of using 

the IOTs in the transport industry has a negative 

relationship with the perception of the person about the 

security of IOTs and his attitude towards its application. 

7 Conclusion 

The purpose of this study is to achieve a model for 

increasing the security of IOTs in smart transportation. For 

this purpose, based on the review of the literature, the 

model was first proposed and the results of the 62 

questionnaires collected by the experts were analyzed 

using a confirmatory factor analysis method based on the 

structural equation model. The validity of this model is 

confirmed by using a t-student test with an error rate of 

0.001%. The results of Tables 1, 2, and 3 confirm the 

appropriateness of the reliability and convergence validity 

of the research model. In addition, according to the results 

of the appropriate quality of the measurement model, the 

structural model, as well as the fit model that was 

calculated in formula 1, the theoretical model confirmed by 

using the collected data confirms. Because of the 

confirmatory factor analysis for this research, the variables 

of the design questionnaires in the research can explain the 

identified factors or suggested constructs. 

The results of the confirmatory factor analysis carried 

out on the hypotheses in the proposed model, examine the 

confirmation or rejection of the hypotheses based on the 

path coefficients in them comparing the t-value at the 

standard error level. According to Table 3, hypotheses 2, 7, 

and 9 are rejected. But the strength of the hypotheses can 

be determined based on their path coefficient. So the 

hypothesis 5, which has the highest path coefficient, has 

the strongest effect. It was stated in the hypothesis that the 

trust would be obtained when the system was compatible 

with the existing values and psychological needs of the 

recipients and their experiences. Therefore, existing 

systems in the IOTs should be compatible with the values 

and psychological needs of its users. Hypotheses 3 and 1 

also are too strong. Finally, hypotheses 2, 7, and 9, which 

are rejected hypotheses, have a low path coefficient and are 

weak. The conceptual model presented in this paper is 

important for transportation, information technology, 

computer and urban managers and decision-making 

organizations for the provision and deployment of the IOTs 

in the field of urban transportation. However, the statistical 

results may very in larger samples and different contexts. 

The proposed model helps to provide a powerful tool for 

increasing the security of IOTs to increase the level of 

user's interest in this technology. 
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